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Abstract

Africa’s dual burden of rising incidence of infectious diseases and increasing prevalence of non-communicable
diseases (NCDs), such as cardiovascular diseases and diabetes, demands innovative approaches to disease
surveillance, response, and cross-border health management in response to growing economic integration and
global connectivity. In this context, we propose a discursive framework for the development and implementation
of a multi-disease digital health passport (MDDHP) in Africa. The MDDHP would serve as a secure platform for
storing and sharing individual health data, offering a comprehensive solution to track and respond to infectious
diseases, facilitate the management of NCDs, and improve healthcare access across borders. Empowering
individuals to proactively manage their health and improve overall outcomes is a key aspect of the MDDHP. In
the paper, we examine the key elements necessary to effectively implement MDDHP, focusing on minimizing
risks, maintaining efficacy, and driving its adoption while also taking into consideration the unique contexts of the
continent. The paper is intended to provide an understanding of the key principles involved and contribute to the
discussion on the development and successful implementation of MDDHP in Africa.

Keywords African healthcare, Multi-disease digital health passport, Cross-border health management, Healthcare
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Background

Africa’s growing economic integration and global con-
nectivity hold immense promise, but they also bring
forth critical public health considerations. This intercon-
nectedness, for example, amplifies the risk of infectious
disease transmission across borders. The recent COVID-
19 pandemic demonstrated how interconnectedness can
fuel outbreaks, affecting not only individual countries
but entire regions [1]. It also increases the risk of indi-
viduals being exposed to new pathogens and can worsen
their existing conditions due to travel-related factors
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[2]. Moreover, communication barriers and incompat-
ible health record systems present major hurdles to
effective cross-border patient management, particularly
during medical emergencies, potentially leading to misdi-
agnoses, medication errors, and even adverse drug reac-
tions [3, 4].

These challenges are amplified in the African context
by a strained healthcare system grappling with resource
constraints, infectious diseases like malaria and HIV/
AIDS, and a rising burden of noncommunicable dis-
eases (NCDs) like cardiovascular diseases, diabetes,
and cancer, attributed in part to changing lifestyles and
urbanization [5-7]. Notably, NCDs increase vulner-
ability to severe infections, further straining the sys-
tem, as observed during pandemics like COVID-19 [8].
This complex landscape necessitates comprehensive
and adaptable strategies that address the convergence of
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global connectivity, infectious diseases, NCDs, and lim-
ited healthcare access.

Digital health technology (DHT) has emerged as a rev-
olutionary instrument for delivering innovative health-
care, offering new possibilities to overcome conventional
obstacles and improve access to quality care [9]. While
Africa still faces a persistent digital divide, the past
decade has witnessed remarkable progress in expanding
internet connectivity and fostering digitization initiatives.
Notably, mobile app usage has surged, driven by grow-
ing enthusiasm for health-focused apps and widespread
smartphone adoption [10]. This, coupled with advance-
ments in mobile technology and patient empowerment,
has led to the integration of electronic health records
(EHRs) into healthcare. Innovative digital platforms and
applications seamlessly transform paper health passports
into personalized digital profiles. For instance, during the
COVID-19 pandemic, pandemic-focused digital health
passports (DHPs) played a pivotal role. They enabled
secure sharing of individual vaccination and test records
at borders and other entry points via mobile devices,
facilitating safe reintegration into social and economic
activities [11].

Building on this success, multi-disease digital health
passports (MDDHPs) offer a holistic health overview
within a single platform. They empower healthcare
providers and authorities to swiftly identify individu-
als at risk of contagious diseases, track outbreaks, and
deliver targeted interventions. By eliminating physical
records, MDDHPs could simplify access to healthcare
services across borders, minimize paperwork errors,
and empower individuals with personalized insights into
their health risks. This could potentially save time and
money, promoting proactive health management [3, 12].
Ultimately, MDDHP has the potential to improve patient
outcomes, reduce strain on healthcare systems, and bol-
ster Africa’s pandemic preparedness.

However, developing a truly effective and inclusive
MDDHP system across diverse African countries is a
complex challenge requiring a tailored approach and col-
laboration from a wide range of stakeholders. Recogniz-
ing these intricate requirements, we employ a discursive
lens to illuminate the multifaceted nature of MDDHP
integration in this unique context. This analysis will
involve examining crucial elements like robust data secu-
rity policies, strong privacy protections, and a supportive
technological ecosystem, all vital for successful MDDHP
adoption. Our paper takes the first step in exploring the
essential prerequisites for MDDHP success, aiming to
contribute to the development of a successful imple-
mentation strategy for Africa. This, in turn, will equip
stakeholders with valuable insights to build a system that
significantly improves disease surveillance, cross-border
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health management, and ultimately, health outcomes
across the continent.

An overview of the evolution of health passport
systems in Africa

Even before the advent of digital technologies, paper-
based health passports, also known as patient-held health
records, played a vital role in primary healthcare across
parts of Africa. As early as the 1990s, countries such as
Zambia and Malawi implemented physical passports
containing both curative and preventive medical records,
including immunization histories and chronic disease
management. Notably, pediatric passports (age<5) fea-
tured growth charts on their cover for easy monitoring,
distinguishing them from adult versions. These passes
were offered for a nominal fee, generating a sustainable
funding mechanism to address healthcare stationery
shortages [13, 14].

In Lesotho, health passports further included details
of drug allergies and medication sensitivities, screen-
ing activities (e.g., HIV, malaria), and clinical features of
common infectious diseases, such as tuberculosis, on the
back page. Additionally, 16 empty pages were allocated
for healthcare provider notes, with each set of records
securely attached to the next for continuity [15]. Simi-
larly, South Africa’s passports featured a list of existing
medical conditions and allergies on the first page, fol-
lowed by subsequent records of blood pressure, blood
glucose levels, body mass index, and peak expiratory flow
rates [16]. In Mozambique, paper-based records were
used specifically for prenatal, postnatal, and child health-
care records, including immunizations and growth moni-
toring [17]. However, despite their benefits, paper-based
passports faced limitations. Manual data entry was prone
to human error, confidentiality concerns existed, inter-
pretation was challenging for non-healthcare profession-
als, and damage or loss due to fire or weather was a risk
[13, 14, 18].

The rise of digital technologies has led to the develop-
ment of EHRs, or DHPs, in Africa. These systems address
the limitations of paper-based solutions by providing
secure, accessible, and interoperable management of
health data. One such example is the priv-ID system in
South Africa, developed through a collaboration between
a digital identity solutions company (priv-ID) and the
Medical Knowledge Institute. These health passports
contained medical histories and used a biometric iden-
tity check for authentication. Primarily targeted at local
healthcare facility users, particularly mothers and chil-
dren, these passports aimed to provide easy access to
accurate records, empower individuals to manage their
health, and make informed decisions [19]. Another
example is Afya Moja in Kenya, a DHP designed by Safa-
ricom Plc specifically for diabetic patients. Afya Moja
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empowers patients to manage their health by enabling
access and sharing of medical records, facilitating active
participation in treatment plans and health monitoring
[20].

The Virus Outbreak Data Network (VODAN) initia-
tive in Africa merits mention within the context of DHPs.
Established to address challenges in outbreak prepared-
ness and control, VODAN focuses on improving data
collection, analysis, and sharing capabilities across the
continent. The FAIR data principles form its foundation,
guaranteeing the findability, accessibility, interoperability,
and reusability of data [21]. This focus on interoperability
lays the groundwork for the development and implemen-
tation of MDDHPs in Africa.

The COVID-19 pandemic spurred the rapid develop-
ment of DHPs in Africa to manage travel and health data
during the crisis [22, 23]. The need for standardized doc-
umentation led to initiatives like the African Union (AU)
and the Africa Centers for Disease Control and Preven-
tion’s Trusted Travel platform, promoting mutual recog-
nition of COVID-19 certificates [24]. Similarly, the World
Health Organization’s (WHO) Digital Documentation of
COVID-19 Certificates provides technical specifications
for secure digital vaccination certificates for international
travel [25]. Though focused on technical aspects, the
WHO’s document highlights the potential of standard-
ized digital health records (DHRs) not only for travel but
also for broader health data management in the future.

In addition to the COVID-19 specific initiatives, the
WHO African Regional Office has proposed a com-
prehensive Digital Health Platform. This facility-wide
EHR system focuses on seamless information exchange
between healthcare facilities through standardized for-
mats. A robust information infrastructure supports this
exchange, integrating components like patient registries,
data repositories, and secure identity management. By
bridging previously siloed data systems, the platform lays
the groundwork for integrating various disease-specific
solutions into a more cohesive system. This approach
enables efficient data flow, simplifies clinical data collec-
tion, and allows customization for individual hospitals
[26].

While existing DHPs in Africa have shown prom-
ise, their current applications in health management
are limited to specific functions and a narrow range
of conditions. This presents a significant opportunity
for advancement, building upon the foundation laid by
existing eHealth platforms to develop robust MDDHPs.
MDDHPs could address a wider spectrum of diseases,
fostering improvements in disease surveillance, preven-
tion, and management while also incorporating function-
alities to address cross-border health needs.
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Data points for a multi-disease digital health
passport

Ensuring the effectiveness and usefulness of MDDHP
relies on the inclusion of relevant and impactful data
points. Demographic information, including name, date
of birth, ID number, gender, and blood group, forms
the essential foundation of DHPs [27]. This information
ensures accurate patient identification and facilitates
seamless integration with existing healthcare systems,
like EHRs, allowing for personalized medical records and
tailored interventions based on individual characteris-
tics [28, 29]. Knowing an individual’s preferred language
can bridge communication gaps in diverse settings, pre-
venting errors and enhancing the patient experience (for
example, reducing medication errors due to misunder-
standings) [29]. Biometric identifiers, where feasible, can
further strengthen security and minimize identity errors
[30].

Data on medical history, including details of past and
current medical conditions, surgeries, allergies, medi-
cations (including prescription periods), and medi-
cal devices, empowers healthcare professionals with
the information they need to make informed decisions,
prevent adverse drug interactions, and provide tailored
treatment plans. This information is particularly crucial
in emergency situations, enabling swift and appropri-
ate medical interventions. Furthermore, diagnostic data,
encompassing laboratory test results, imaging reports
(e.g., X-rays, CT scans, MRIs, or ultrasounds), and body
mass index, enables informed clinical decision making
by providing healthcare professionals with a compre-
hensive picture of an individual’s current health status.
Family history information, including details of diseases
or health conditions that run in the individual’s family,
provides insights into potential genetic predispositions,
aiding in the early detection and prevention strategies of
disease conditions [27, 31].

Vaccination records in MDDHP, secured by public
key infrastructure technology, [32] play a crucial role in
mitigating the spread of infectious diseases, especially
during pandemics, by providing a readily accessible and
verifiable record of an individual’s immunization status.
These could include details about the vaccines received,
such as type, manufacturer, vaccination date, location,
dose, batch number, expiration date, and the targeted dis-
ease [11]. This information allows for verification of vac-
cination status and identification of potential issues like
counterfeit vaccines or outdated doses. Moreover, the
availability of such records enables authorities to imple-
ment targeted travel policies. For example, entry restric-
tions on unvaccinated individuals or mandating specific
vaccinations for travelers based on their destination.
This not only enhances public safety but also contrib-
utes to the overall efficiency of disease control measures.
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Information such as occupation, addictions, and travel
history in a health passport, while not directly impacting
disease management, could offer valuable insights into
potential health risks, lifestyles, and social networks of
individuals [33].

Integrating real-time monitoring and tracking of vital
signs into MDDHPs has the potential to revolutionize
chronic disease management. Wearable, portable, and
ingestible technological advancements have made this
method possible [34, 35]. It has a lot of potential for col-
lecting important digital biomarkers linked to different
health conditions, which would allow for continuous
monitoring and early interventions. By providing health-
care providers with a real-time overview of an individual’s
physiological status, it could facilitate timely detection of
anomalies, personalized treatment plans, and improved
clinical outcomes [36]. Furthermore, the inclusion of
data on lifestyle factors such as exercise habits, dietary
preferences, and stress levels can provide a comprehen-
sive perspective on an individual’s overall health and
risk of developing chronic conditions [37]. Ultimately,
the decision about what to include in a health passport
will come down to balancing the needs of patients, doc-
tors, and other stakeholders with the privacy concerns of
individuals.

Prioritizing data security and privacy in multi-
disease digital health passports

While MDDHPs offer promising benefits, they raise valid
concerns regarding data security and privacy. This is
especially critical given the inherent risks associated with
the digital health environment. The widespread sharing
of sensitive health data, such as patient records, across
healthcare providers and borders increases the potential
for harm, with a single data breach impacting a signifi-
cant number of individuals [38]. The dynamic and evolv-
ing digital landscape further amplifies these concerns.
Malicious actors or unethical businesses seek to exploit
this valuable resource as more personal data, including
health information, becomes readily available online.
They might use this data for targeted advertising, identity
theft, or even insurance fraud [39].

Beyond the immediate associated financial losses,
health data breaches can inflict significant social and
psychological damage. Sensitive information contained
within MDDHPs could be used to stigmatize or stereo-
type individuals based on their health conditions [40].
For instance, access to an individual’s health records by
insurance companies or employers could lead to discrim-
inatory practices such as denial of coverage or employ-
ment based solely on preexisting health conditions [41].
This concern is magnified in the context of a MDDHP,
where individuals might seek to protect multiple con-
fidential health conditions. Furthermore, significant
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ethical concerns arise from the possibility of data repur-
posing for unintended uses beyond the initial collection
objectives, such as government surveillance or political
campaigns [42].

Therefore, ensuring robust data security and privacy is
paramount for the successful and ethical implementation
of MDDHPs. Addressing these concerns necessitates a
multipronged approach that includes reinforcing controls
over data access and utilization while also leveraging rel-
evant legislation to navigate these challenges.

Data access controls

Access control stands as a cornerstone for ensuring the
confidentiality, integrity, and availability of sensitive
patient information within MDDHPs. It involves a three-
pronged approach comprising identification, authenti-
cation, and authorization [43]. Identification establishes
unique user profiles or identities within the system,
typically linked to personal identifiers like names, birth-
dates, national IDs, and contact information [44]. Exist-
ing national identification programs, like India’s Aadhaar
project, could offer valuable lessons for large-scale iden-
tity management. While primarily an identification sys-
tem, Aadhaar’s design facilitates integration with various
services, including healthcare, by providing a unique ID
to over a billion residents [45]. This integration has signif-
icant implications for healthcare access and data manage-
ment, as it allows for streamlined patient identification
and service delivery across government and private sec-
tors [46].

Accurate identification ensures that individuals right-
fully access their health records and related services [47].
Authentication verifies the claimed identity through vari-
ous methods, including knowledge-based (passwords
and PINs), possession-based (mobile devices), or biomet-
ric factors (fingerprints, retina scans, and facial recogni-
tion) [48]. Multifactor authentication, requiring multiple
forms of verification before gaining access to the system,
greatly enhances security [49].

Authorization determines the actions or resources an
authenticated user can access. It safeguards data con-
fidentiality by permitting only authorized personnel to
modify or retrieve records, upholding patient privacy
and data integrity [47]. MDDHPs necessitate a highly
granular approach to authorization, allowing tailored
access based on roles. This granularity allows health-
care providers, patients, and other stakeholders to access
only specific health-related information or services they
are authorized to view or modify based on their roles
and responsibilities, [50] thereby minimizing unauthor-
ized exposure of sensitive information. MDDHPs should
empower individuals with autonomy over their data.
This includes the ability to consent to or reject access
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requests, ensuring individuals maintain control over their
health information [51].

However, while robust data access controls are essen-
tial for MDDHP security, their design needs to consider
potential consequences for users affected by the digi-
tal divide. It is conceivable that limited access to digital
devices, internet connectivity, and digital literacy, [52]
could hinder the ability to complete or navigate com-
plex security protocols that depend on internet access.
A tiered access system could help address some of these
challenges. For instance, a system that necessitates basic
verification for individuals to access their own health
data but demands enhanced verification for actions
such as data sharing with third parties could potentially
improve accessibility. Additionally, streamlining security
processes to require fewer steps and minimal techni-
cal knowledge, such as biometric verification that elimi-
nates complex interactions with digital interfaces, could
enhance accessibility. Furthermore, leveraging SMS-
based registration and verification could be beneficial for
individuals with basic mobile phones [38].

Beyond the traditional access control triad (identifi-
cation, authentication, and authorization), encryption
emerges as a crucial layer for safeguarding sensitive data
in MDDHPs. Recognized as a cornerstone of modern
data security, encryption utilizes cryptographic algo-
rithms to transform sensitive information into an unread-
able format, accessible only to authorized individuals
possessing the decryption key [53]. This renders health-
care data incomprehensible to unauthorized parties, even
if they manage to breach the system, significantly deter-
ring malicious intrusions and preventing unauthorized
data exploitation.

Secure data storage forms the bedrock for robust
access controls. One approach to achieving secure data
storage leverages blockchain technology, which offers a
promising avenue due to its decentralized and immuta-
ble nature. This ensures data integrity and immutability,
making modifications or tampering virtually impos-
sible [22, 54]. This property offers invaluable protec-
tion against data breaches and unauthorized alterations,
which is particularly relevant in light of recent reports of
falsification of vaccination certificates for diseases such
as COVID-19 and yellow fever in the region [55, 56]. Fur-
thermore, blockchain empowers individuals with true
ownership and control over their health data. Individu-
als can manage access permissions by granting specific
rights to different entities, facilitating granular control,
and enhancing patient autonomy [57]. Estonia’s national
health system, particularly its DHR, could offer valu-
able insights for integrating digital solutions into health-
care [58]. The Estonian system prioritizes data security
and patient privacy through strong encryption and
blockchain technology [59]. Furthermore, patients have
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control over who can access their health data, fostering
trust and engagement with the digital health system [60].

Legal frameworks

While some African countries have established robust
legal frameworks for inclusive and reliable DHSs, many
others lack key legal provisions and regulatory structures
[61]. Additionally, enforcement of existing frameworks
may be inadequate, they may misalign with international
standards, or they may be outdated, having been estab-
lished before the emergence of advanced DHS technolo-
gies [62].

Despite these challenges, there are also promising
opportunities for improving the legal landscape for DHSs
in Africa. As of September 2023, fifteen AU members
had ratified the AU Convention on Cyber Security and
Personal Data Protection (Malabo Convention) [63]. Mir-
roring several standards from the European Union’s (EU)
General Data Protection Regulation (GDPR), considered
the industry benchmark, [64] the Malabo Convention
presents a comprehensive pancontinental framework
aimed at aligning data protection policies across Africa
by promoting and championing digital rights, particu-
larly those related to data protection, privacy, and inter-
net freedom.

In the Malabo Convention, there are six fundamen-
tal principles that govern the handling of personal data,
including consent, which refers to the requirement that
individuals freely give clear and informed permission for
their personal data to be collected, processed, or shared;
lawfulness and fairness in processing of personal data;
which means personal data processing must be lawful,
fair, and transparent; purpose or relevance, which means
personal data should only be collected and processed
for specific, explicit, and legitimate purposes; accuracy,
which requires personal data to be accurate and up-to-
date; transparency in processing of personal data; and
confidentiality and security, which requires personal data
to be processed in a secure manner, ensuring appropriate
technical and organizational measures to protect against
unauthorized or unlawful access, accidental loss, destruc-
tion, or damage.

Both legal frameworks establish roles and responsibili-
ties for the various stakeholders involved in digital solu-
tions, as well as mechanisms for enforcing compliance
with the framework’s provisions. The Malabo Conven-
tion is, however, enforced by National Data Protection
Authorities (NDPA) in each Member State, as opposed to
the GDPR, which is enforced by the European Data Pro-
tection Board, an independent EU agency. Certainly, the
Malabo Convention is reinforced by individual national
data protection regulations. As of December 2021, 33
(61%) African nations had implemented data protection
laws at the domestic level, while 6 countries (11%) had
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draft bills related to data protection. At least 10 (19%)
African countries were yet to enact specific legislation
concerning data protection, while there was no data
available in 5 (9%) countries [65].

Therefore, addressing legal challenges and leveraging
existing opportunities for MDDHPs in Africa requires a
multifaceted approach. In the absence of national laws,
aligning MDDHPs with internationally recognized pri-
vacy principles provides baseline protection while regu-
lations are developed. Strengthening cooperation among
NDPAs fosters trust and accountability through consis-
tent enforcement of the Malabo Convention and other
data protection frameworks. Developing and implement-
ing national data protection laws where they are lacking
creates comprehensive legal frameworks for responsible
data governance. Moreover, to ensure the effectiveness
and security of MDDHDPs in the face of rapid technologi-
cal advancements, legal frameworks must be continu-
ously updated to address emerging challenges.

Creating an enabling ecosystem for effective multi-
disease digital health passports

The success of MDDHPs hinges on creating a user-
friendly and reliable system where various components,
like user motivation, technical limitations, and local real-
ities, work together seamlessly [66]. Studies in low- and
middle-income countries highlight the need to consider
both technical and human aspects while considering
the unique characteristics of healthcare systems and the
external environments in which they operate [67]. There-
fore, understanding the dynamic interaction between
these technical and human aspects, along with local fac-
tors influencing their effectiveness, is crucial for design-
ing and implementing MDDHPs that resonate with
diverse African settings. Ultimately, this harmonization
is key to unlocking the potential of MDDHPs as valuable
tools for disease surveillance, cross-border health man-
agement, and improved healthcare accessibility across
Africa.

Technical considerations

Driving adoption and ensuring the effectiveness of a
MDDHTP requires careful attention to various technical
factors. These factors are essential to creating a system
that is interoperable, user-friendly, secure, and adaptable
to the diverse healthcare systems in Africa, which are
characterized by varying levels of technological advance-
ment. Where feasible, MDDHP should be designed to
seamlessly integrate with the existing technology ecosys-
tem, [68] harmonizing with the systems used by health-
care providers and other stakeholders, such as EHRs,
immunization databases, and other health information
systems. Integrating data from various sources not only
ensures accurate and up-to-date information but also
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improves efficiency and reduces the burden on health-
care workers, who might otherwise have to manage sepa-
rate systems [69]. Existing internationally recognized
standards, such as Health Level Seven Fast Healthcare
Interoperability Resources, could serve as valuable guides
in specifying data formatting and exchange between dif-
ferent systems, ensuring a smooth exchange of data [70,
71]. Furthermore, to enhance patient care, minimize
errors, and ensure precise and consistent medical deci-
sion-making across borders, it is imperative to ensure
that health passport information is readily comprehen-
sible to medical professionals. Achieving this necessitates
strict adherence to international standards and nomen-
clatures for classifying medical conditions and medica-
tions. By aligning with established global standards in
medical terminology and categorization, healthcare prac-
titioners can efficiently interpret and utilize the informa-
tion contained in the health passport, thus contributing
to more effective and error-free patient care [69]. There
are many different classification systems for medical
conditions and medications. However, the International
Classification of Diseases and the Anatomical Therapeu-
tic Chemical Classification Systems are the most widely
used and accepted systems [72, 73].

A user-centered approach in designing any DHS is
paramount to ensuring its contextual appropriate-
ness and value for all stakeholders, spanning end-users
to policymakers [74, 75]. This is particularly crucial in
resource-limited settings like Africa, where many digital
health innovations often fall short of benefiting those in
need due to a convergence of factors including a lack of
infrastructure, user skills, and proven effectiveness [76].
Functional simplicity is also important because simple
solutions are more scalable and less dependent on exter-
nal factors [77]. Moreover, the intrinsic attributes of
DHTs should address unmet needs while incorporating
end-user perspectives from the outset [78]. Running pilot
programs in select regions is a great way to test function-
ality, gather feedback, and refine the system before wider
use. This ongoing engagement with end users, from
design to testing and integration, ensures MDDHPs align
with real-world needs and improve clinical workflows for
everyone involved.

Given Africa’s growing mobile phone penetration,
optimizing the MDDHP for mobile platforms is critical.
This necessitates compatibility with a variety of devices
and screen sizes to accommodate users across different
socioeconomic backgrounds. Additionally, given exist-
ing infrastructure limitations, including the variability in
internet connectivity across regions, designing solutions
to function efficiently in low-bandwidth environments
or even offline is critical to enabling users to access and
update their health information even without an internet
connection [78].
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Moreover, considering the linguistic diversity of Africa,
ensuring the application is available in multiple languages
enhances its acceptance and wider geographical use. The
ever-evolving landscape of technology also presents a
compelling opportunity for the comprehensive enhance-
ment of MDDHP. For example, embracing emerging
technologies, such as artificial intelligence (AI) and
machine learning (ML) innovations, could significantly
elevate the capabilities of these passports. By leveraging
AI and ML, it can be possible to harness their potential
for precise predictions, advanced analytics, and data-
driven optimizations [79]. This, in turn, fosters sustain-
able improvements in health outcomes, marking a pivotal
step towards more effective and efficient healthcare
delivery.

Human factors

The success of MDDHPs relies heavily on earning the
trust and acceptance of all stakeholders involved. This
includes healthcare providers, the public, and other
actors responsible for adopting and utilizing these health
passports. Building trust and addressing diverse atti-
tudes towards digital technologies across these groups
is crucial to driving widespread adoption. Consequently,
investing in training and capacity building for healthcare
workers is critical for effective MDDHP implementation,
[80] including facilitating the registration and verification
process for MDDHPs. Educational initiatives such as self-
paced online courses, webinars, and resource manuals
are vital in helping providers understand how to leverage
these platforms. Equipping them with the necessary skills
and knowledge ensures seamless integration of MDDHPs
into daily routines, accurate data entry, and ultimately,
optimized patient care based on accessible health infor-
mation [81, 82].

Building public trust and fostering awareness about
MDDHPs is equally important. Comprehensive public
awareness campaigns, strategically disseminated through
relevant channels like social media, healthcare publica-
tions, and collaborations with trusted organizations, can
educate the public about the benefits and potential risks
associated with these passports. Open communication
regarding information access, usage, and privacy safe-
guards empowers individuals to actively participate in
their healthcare data management and make informed
decisions about their participation in the platform [38].
Transparency is key: users must be clearly informed
about how their information is used and shared, what
options exist in case of privacy violations, and the ability
to opt-out or leave the platform entirely.
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Policy frameworks: cornerstones for a successful
multi-disease digital health passport in Africa
Robust policy frameworks serve as the foundation for
successful MDDHP implementation across Africa’s
diverse healthcare landscape. Policies directly influence
the availability, use, and incentives surrounding these
DHTs, ultimately impacting their effectiveness [66]. The
AU has demonstrated its commitment to digital health
advancement through key documents like the Digital
Transformation Strategy for Africa (2020-2030), the AU
Data Policy Framework 2022, and the Agenda 2063, [83]
which provide a roadmap for Africa to embrace digital
health solutions. However, translating this potential into
reality requires translating these broad AU policies into
concrete national strategies and action plans.

Consequently, national policies should prioritize stra-
tegic areas directly impacting digital health success. One
crucial area is bridging the digital divide with a particu-
lar emphasis on special groups, [84] and marginalized
groups such as immigrants and refugees who have been
forced to flee their homes due to civil conflicts and eco-
nomic hardships, [85] a crisis particularly prevalent in
parts of the African continent. Expanding internet con-
nectivity and mobile networks, making them afford-
able and accessible even in remote areas, is essential.
Additionally, providing access to appropriate devices
and ensuring reliable electricity supply are crucial steps
towards enabling broad utilization of digital health solu-
tions like MDDHPs [86].

Building trust and encouraging adoption hinges on
robust data privacy and security policies. Consequently,
these policies should address data storage, access, quality
assurance, and monitoring standards, ensuring the safety,
security, and effectiveness of MDDHPs while streamlin-
ing regulatory clearance processes for these solutions
[87]. Furthermore, clinical governance policies are nec-
essary to ensure MDDHPs are used appropriately and in
line with established medical practices [88]. Addition-
ally, fostering innovation is crucial for ensuring continual
improvement and effectiveness. Policies should incentiv-
ize developers to create tailored solutions that address
local needs, making them accessible and affordable [89].

Significant investments in robust research dedicated
to DHTs play a pivotal role in equipping policymakers
with valuable insights and empirical evidence [90]. This
data-driven approach empowers policymakers to make
informed decisions that are not only well-founded but
also responsive to the evolving healthcare landscape.
Regular assessments and updates to policy frameworks
are essential for adapting to emerging technologies and
applying lessons learned from implementation [91]. This
iterative approach fosters trust, encourages wider adop-
tion, and ultimately enhances the overall effectiveness of
MDDHPs in the African context.
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Conclusion

The paper proposes a discursive framework for imple-
menting MDDHPs in Africa. By harnessing digital tools,
we can potentially revolutionize cross-border disease
control, enhance healthcare access, and empower indi-
viduals to manage their health effectively. The frame-
work emphasizes the importance of considering diverse
data points within MDDHPs, aiming to enhance clinical
decision-making, disease management, and public health
interventions. However, alongside these benefits, robust
data security measures and supportive regulatory frame-
works are crucial to building confidence and encouraging
widespread adoption. Addressing technical challenges,
human factors, and supportive policies is essential
for creating an ecosystem conducive to MDDHP suc-
cess. Stakeholders, including policymakers, developers,
healthcare professionals, and communities, can use this
framework as a starting point to maximize the impact of
MDDHPs on health outcomes across Africa. While fur-
ther research and adaptation are necessary for specific
contexts, this framework serves as a valuable roadmap to
unlock the full potential of MDDHPs in Africa.
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